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Let’s just get this out there...



Kubernetes done right is hard

INSTALL DEPLOY HARDEN OPERATE

e Templating e |dentity & security access e Platform monitoring & alerts e OS upgrade & patch
e Validation e App monitoring & alerts e Metering & chargeback e Platform upgrade & patch
e OS setup e Storage & persistence e Platform security hardening e Image upgrade & patch
e Egress,ingress, & integration e Image hardening e App upgrade & patch
e Host container images e Security certifications e Security patches
e Build/Deploy methodology e Network policy e Continuous security scanning
7 5 O/ e Disaster recovery e Multi-environment rollout
o e Resource segmentation e Enterprise container registry
of enterprise users identify  Cluster & app elasticity

e Monitor, alert, remediate

complexity of implementation and
operations as the top blocker to adoption

Source: The New Stack. The State of the Kubernetes Ecosystem, August 2017.

e Log aggregation

‘ Red Hat



How can Openshift help?



OpenShift Container Platform

A smarter Kubernetes platform

Manage workloads Build cloud-native apps Developer productivit H H
. g . Pps PErp vy Automated, full-stack installation
from the container host to application
Service mesh i Serverless Databases i Languages Developer CLI i VS code se rViceS
builds i CI/CD pipelines Runtimes i Integration extensions i IDE plugins
Full stack logging Business automation CodeReady Workspaces
Chargeback 100+ ISV services CodeReady Containers sea m I essS Ku bern etes d e ployment
o et to any cloud or on-premises
Automated Ops i Over-the-air updates i Monitoring i Registry i Networking i Router i KubeVirt # OLM i Helm e nVi ronme nt
Autoscaling of cloud resources
I
= = @Y al @S Oy services, and applications
Physical Virtual Private cloud Public cloud Managed cloud Edge cloud

(Azure, ANS, GCF, IBM, Red Hat)

‘ Red Hat



A consistent container application platform

FROM YOUR DATACENTER TO THE CLOUD

Automated Multi-tenant Secure by Network Over-the-air Monitoring Pluggable
operations default traffic control updates & chargeback architecture

Bare metal, VMware vSphere, Red Hat Virtualization, Red Hat OpenStack Platform,
Amazon Web Services, Microsoft Azure, Google, IBM Cloud

‘ Red Hat



Full-stack automated install

OPENSHIFT 3 & 4 OPENSHIFT 4 (only)
OPENSHIFT PLATFORM

OPENSHIFT PLATFORM

S

886
OPERATING SYSTEM

Red Hat
Enterprise Linux
CoreOS

OPERATING SYSTEM

| IS ) S—

INFRASTRUCTURE



Over the Air (OTA) Updates

RED HAT
OPENSHIFT

OpenShift retrieves the
list of available updates

Admin selects the target
version

OpenShift is updated
over the air

Auto-update support

Cluster Settings

Overview Global Configuration  Cluster Operators

fast 4.1.0-0.2

CLUSTER ID
784ce289-02aa-4d32-8796-cd4a0619499¢

4.0.0-0.2

& RedHat



Kubernetes-native day 2 management

Flexible app : No reinvention
architectures % of core concepts

OPERATOR
FRAMEWORK

] :
C._j Uniform deploy

and debug

Truly hybrid

Operators codify operational knowledge and workflows to automate
life-cycle management of containerized applications with Kubernetes

‘ Red Hat



OperatorHub and certified Operators

OperatorHub.io launched by Red Hat, AWS,
Microsoft and Google

OpenShift Operator Certification
OperatorHub integrated into OpenShift 4

COMMUNITY OPERATORS o

OPENSHIFT CERTIFIED OPERATORS @

& RedHat



Full control f

— RED HAT
= OPENSHIFT

Container Platform

Home

Catalog

Developer Catalog

Installed Operators

OperatorHub

Operator Management

Workloads

Pods

Deployments
Deployment Configs
Stateful Sets
Secrets

Config Maps

Cron Jobs
Jobs
Daemon Sets

Replica Sets

Project: all projects v

OperatorHub

All ltems

Al/Machine Learning
Application Monitoring
Big Data

Database

Developer Tools
Integration & Delivery
Logging & Tracing
Monitoring
Networking

OpenShift Optional
Security

Storage

Streaming & Messaging

Other

All ltems

40 items

AMQ Streams
provided by Red Hat, Inc

Red Hat AMQ Streamsis a
massively scalable,
distributed, and high

@ Installed

V‘ Community

Automation Broker
Operator

provided by Red Hat, Inc

AppDynamics Cluster/

provided by AppDynamicg

End to end monitoring o
applications on Kuberne
and OpenShift clustersy
AppDynamics.

’ Comn

Camel-K Operator
provided by The Ar

Software Foundation

or administrators

Create Operator Subscription

Keep your service up to date by selecting a channel and approval
Installation Mode *

© All namespaces on the cluster (default)

A specific namespace on the cluster
ill be ilable

Update Channel *
© preview
Approval Strategy *

© Automatic

Manual

m cancel

provided by Red Hat, Inc

& RedHat



Self-service for developers

0 MongoDB Replica Set

RED HAT ) Provided by MongoDB, Inc
OPENSHIFT :

Container Platform

Home Project: production-api-backend v MongoDB Replica Set Deployment

This resource is provided by MongoDB, a Kubernetes Operator enable

. PROVIDER
Projects " .
amgstreams.v1.1.0 > Kafka Details MongoDB, Inc Documentation
Status X X
S production-api-kafka - https://docs.opsmanager.mongodb.com/current/tutorial /install-k8s-
Events @ Apr29,2:50 pm
Overview  YAML Resources
Catalog
Developer Catalog | 0 | Route 4 | Service 2  StatefulSet 1 Deployment I 1 ReplicaSet 7 Pot

apiVersion: mongodb.com/v1
_ - - kind: MongoDbReplicaSet

Installed Operators

OperatorHub i metadata .
e ) production-api-kafka-clients-ca Secret Created l
name: example
S production-api-kafka-clients-ca-cert Secret Created . .
namespace: production

Workloads

§) production-api-kafka-cluster-ca Secret Created pe c:
Pods

9 production-api-kafa-cluster-ca-cert Secret Created members: 3
Deployments .
Deployment Configs © production-api-kafka-cluster-operator- Secret Created version: 4 . e . 2

certs 1 .
Stateful Sets RS persistent: false
S t :
ecrets @ production-api-kafka-entity-operator Deployment Created project: example
Config Maps .
@ procuction-api-atia-entty-operstor- ReplicaSet Created credentials: my-secret
Cron Jobs 6d499d47db
Jobs
e production-api-kafka-entity-operator: Pod Running @ May 15, 8:59 pm

Daemon Sets 6d499d47db-82xIl

Replica Sets

& RedHat



Okay cool... show me.



